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* The need for PASSport initiative
* The consortium

 The architecture

Agenda * Al, EGNSS, EO and MR as enabling
technologies
* => OSNMA service usage

* DEMO '




PASSport

Operational Platform managing a fleet of semi-autonomous drones exploiting GNSS
high Accuracy and Authentication to improve Security & Safety in Qort areas

* The need stems from the directive 2005/65/CE asking
to complement surveillance systems for the whole port
area, in order to significantly improve security and safety
for daily operations implanted in port area. Around one
thousand European ports fall within the scope of the
directive.

* The proposed solution is intended to complement
already operational platforms by extending the
surveillance perimeter using a fleet of drones to provide
innovation and operational support to the recognition,
management and analysis of safety and security aspects of
daily operations

v" Pollution monitoring (safety)
Support to e-navigation (safety)

Critical buildings/ Infrastructures protection (security)

AIRNIEN

Protection against non-cooperative small craft
approaching the port areas (security)

v" Underwater threats monitoring (security)

* The project novelty is represented by the usage of a
fleet of semi-automated drones integrating Galileo
services (and other sensors) for a safe and efficient
guidance, navigation and control (GNC) even in a
challenging environment in presence of obstacles -
including buildings and other ground assets - and
potentially unfavorable weather conditions.
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Team and identity

= USPFI

European Union Agency for the Space Programme
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EGNSS (Galileo/ EGNOS)
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1. Mission planning

2. Mission data
Optical/ Thermal
ideos/photos

measurements
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— Passport Underwater

Passport Ground Segment (PGS) Segment (PUS)




Innovation

potential

Innovation brought by PASSport providing Extended

surveillance service with a semi-automated drones

Coverage

RPAS allows to cover large area in reduced time

Cost saving

No need for static infrastructure to be deployed

Operational Time
efficiency

The implementation of Al & DL algorithm allows to have
additional information (image and video metadata ) for an
improved situational awareness in real time

Service reliability

GNSS (high accuracy, integrity, authentication) and other
sensors allow the solution to be more reliable and resilient

Usability

Operator does not require specific expertise as operations (take
off, mission management, area scanning and landing) are driven
by an automated process once waypoints are configured
(although a qualified remote pilot will still be present when
required by the regulation)

Interoperability

interface with some already deployed and daily used
operational platforms (developed by partners of the
consortium)




 GOAL:
To use dedicated algorithm based on Copernicus data: wind detection and measurement,
ship detection, air pollution estimation, port facility stability assessment

* Maritime applications
Sentinel-1 data for the detection of ships within Le Havre and Valencia port
Earth areas.
: * Maritime applications:
(ggiervatlotn Sentinel-1 data for the assessment of the major winds within Ravenna and Le
usage to Havre port areas.

support port « Terrestrial applications
operation analysis of EGMS interferometric data for the assessment of the stability of

monitoring Hamburg port facilities and infrastructures.
* Atmosphere applications
Sentinel-5p data for the Kotobrzeg air quality assessment

00w 0180w oW 0160 W 0150w o 1a0W

PASSPORT

&
-




- GOAL:

To use E-GNSS capabilities to contribute to safety (automated drones flying in a
challenging environment) and security (image geo-referencing for surveillance
analysis or the need of a robust and protected GNSS signal as input for GNC of the
drones) for operations in ports.

E-GNSS can provide:

- High accuracy: E-GNSS can provide drones position very accurately,
GNSS usage even in the level of centimeter depending on the technology used.

a5 enabling - Integrity and reliability of the solution is required not only for the

safety of the operations but also as means of measuring the confidence
technology in the correctness of the positioning information provided by the
navigation system. The reliability on the RPAS position provided by the
GNSS user terminal will be also very useful to increase the reliability of
the images taken from the RPA.

- Robustness against interferences or spoofing attacks. The concern on
| mex2- OsMATs et GNSS interferences, mainly the intentional ones, recommends the use
)  tosiwnusceurons.eu/electonic brary/programme: of GNSS solutions that are robust against interferences.

M8 reference-documents

Galileo OSNMA Receiver Guidelines for Test Phase (v1.1)

(e.g. magicUT)

Safe trajectory for automated RPAS High accuracy (e.g. Galileo HAS, PPP) HOW?

Geo-localisation of detected target Integrity (e.g. SBAS, HA with integrity) > Interference

Systemresilience Signal authentication (e.g. Galileo OS-NMA) monitoring system
Interference detection (e.g. DINTEL) (DINTEL)




* GOAL:

to increase situational awareness and improve decision making time by providing the
user with real-time data from drones that are part of the system.

Use-cases:

: : * Pollution detection where drone monitors discharged ballast waters or
Mixed Reality ships’ emissions and measures level of SO2. An immediate alert will be
device for visible through the glasses with the identification of a polluter if a
drones pollution is detected.

performed » Safety and security monitoring where immediate alert and video feed
will be shown to the operator when a predefined criterium is met, e. g.

movement detection (unauthorized entry to port facilities) or elevated

building temperature (fire indication).
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Promotion and Stakeholders perspectives gathering
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The PASSport platform: Platform Admin Operator (PAO

= CoC (Chain of
Command)

PASSPORT
a Mission Planning

é SecOps (Security
Operations)

{é} Config
{é} Threats

ﬁ System Configuration

@ Status

G User management

DAPR (Data
@ acquisition Processing v
and Reporting) B teHavrePort

a Data Acquisition ﬁ Equipment Configuration

CoC (Chain of

Q Data Processing = i
ommand)

DAPR (Data
RTVS (Real time Video O}  acquisition Processing >
Streaming) i and Reporting)

o
Image/ Video

RTVS (Real time Video
(X Nodes Configuration Streaming) ’

Video Streaming Dintel
and Processing

@ Home

x

Shiplocus

MRP (Mixed reality
- platform)
& Archive

3 View




The PASSport platform: On field operator (OFO

& http://localhost: 9000

& http://localhost: 2000 & http://localhost:9000

ATeam Mission 1

19:04

PASSPORT
Missions

Mission Equipment Planning P Acti
oc  Actions

Titl
s Type Type Date

Marco ofol: Received.
Taking off

19:06

24 Dec
Mission1 RTVS DJI M300 ao
: 2002 P

Luca ofo2: Received.
Taking off

Feelhyppo

DJI M210 15 Dec ofod 4

Mission2DAPR  Boreal paoZ
2022
bJI M300

Le Havre Port >
RTK

Simone Pao: receiving
video from ofol

19:17

Kolobrzeg port

Ravenna Port ?
Simone Pao: receiving
video from ofo2

Hamburg Port

Valencia Port

PASSPORT



Pollicino Box

Pollicino ™ Box allows one to identify and track any drone during the flight, transmitting the GNSS data-position via

LPWAN technology.
The tracker comes from a specific request of d-flight, the candidate U-space service provider for Italy, and it’s ready

for EU Regulation 2021/664, which will enter into force on the next 23 of January.

ks ITA-7929956)

g | Lat Nads25721
) 6
““ | LonE1z°1249

Altezza Velocita

A  Aggiomata  Nessuna Missione

oh LTE  UBox

Compact and easy to install Tracking on d-flight
Can be installed even on small Location, speed, and height in real- FASSEOR]
drones and does not require time are all available to nearby
configuration to be used. operators.
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magicUT OSNMA GNSS receiver g‘n\/

Authentication
with OSNMA

Multiconstellation:
GPS + GAL

Protection Levels
with IBPL

Multifrequency:
L1/E1 + L5/E5a

Validation roadmap:

‘ Laboratory & % Dynamic tests: 'ﬁ' Dynamic tests:
Static Tests wllW Embarked in vessel On-board UAS PASSPORT
Until 06/2023 Homecoming Homeport Valencia - 10/2023

Hamburg 06/2023




DINTEL/srx-10i: real-time dual-band GNSS interference detection system

* RF front-end with dual-band (e.g., GPS L1 + GPS L5) monitoring capabilities
* Real-time interference detection, alert triggering and reporting @‘f %
* Different deployment options: ((“F')) Y <

{2 \

Standalone remote node with API for custom client needs
Complete Central Acquisition Facility (web panel) + remote node(s)

=  PASSport visitors’ credentials:
* https://passport-aes-vm.gmv.com
* Username: visitorHPA
* Password: demoPASSport23

CENTRAL
NODE

REPORT

Proven record of success for aviation and maritime users
Deployed and operating in the airports of a major European ANSP

= Tested in lower Danube (Romania)

For more information, ..~
visit GMV’s website
; PASSPORT

SRX-10i
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Thank you for
your attention!

marco.nisi@grupposistematica.it



